
 
 

PHỤ LỤC 2 

DANH SÁCH CHI TIẾT CÁC MÁY TRẠM BỊ NHIỄM MÃ ĐỘC 

(Kèm theo Báo cáo số         /BC-STTTT ngày     /11/2023 của Sở Thông tin và Truyền thông) 

 

STT Tên máy IP/MAC Tên mã độc 
Ngày 

xử lý 

Tình trạng 

xử lý 

1 Văn phòng Đoàn ĐBQH & HĐND tỉnh 

1.1 

KIM XUYEN 192.168.1.28/60-E3-2B-FA-70-4E TROJAN-GAMETHIEF.WIN32!O 

03/10/2023 

06/10/2023 

09/10/2023 

12/10/2023 

Đã xử lý 

 

NHIEU 192.168.1.31/60-E3-2B-F9-B0-E6 
TROJAN-

RANSOM.WIN32.FOREIGN!O 
12/10/2023 

2 Văn phòng Điều phối các Chương trình mục tiêu quốc gia tỉnh 

2.1 KHOA  192.168.0.7/C8-3D-D4-67-A9-63 
HEUR.WIN32.AUTORUNINF.P 

VIRUS.WIN32.RENAMER!O 
03/10/2023 

Đã xử lý 

2.2 LUAN  10.240.2.29/E0-D5-5E-94-80-BA HEUR.WIN32.AUTORUNINF.P 
03/10/2023 

13/10/2023 

3 Sở Nội vụ 

3.1 TCCB-DIEM  192.168.1.184/60-E3-2B-9B-95-51 TROJAN-GAMETHIEF.WIN32!O 11/10/2023 Đã xử lý 

4 Sở Tư pháp 

4.1 
LAPTOP-

7VCSNREQ 
192.168.120.193/D8-C0-A6-E1-09-77 

TROJAN-

RANSOM.WIN32.FOREIGN!O 
11/10/2023 Đã xử lý 

4.2 STP  192.168.1.72/5C-BA-EF-74-47-63 
TROJAN-

RANSOM.WIN32.FOREIGN!O 

https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ192cF9kaWV1X3Bob2lfY2FjX2NodW9uZ190cmluaF9tdWNfdGlldV9xZ0AwMDAuMDAuMTIuaDMwJTdFYzI4YmZjNTYwODhjY2IzMzRlMWMxZjhhMGM3M2UxYzA%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/heur.win32.autoruninf.p
https://cloud.cmdd.vn/detail/virus/virus.win32.renamer!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ192cF9kaWV1X3Bob2lfY2FjX2NodW9uZ190cmluaF9tdWNfdGlldV9xZ0AwMDAuMDAuMTIuaDMwJTdFYzY0ODRmYTM1NDA5ZWY5ODRhZDRmMjc2ZGI1NjIzYTY%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/heur.win32.autoruninf.p
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb19ub2lfdnVAMDAwLjAwLjEyLmgzMCU3RWQxMzE3YjJjNzRmNzM3MmNlMWMzMWIyOGQyYmMzZTI0?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb190dV9waGFwQDAwMC4wMC4xMi5oMzAlN0VmN2JlOTFkOWJiYjM3N2EyMDIwYWI3ZWE1NmVhMWQ2Ng%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
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5 Sở Tài chính 

5.1 
KHATUAN 

STCHG 
10.72.192.83/04-42-1A-DE-CF-D0 

MACRO_WIN32_KANGATANG!O 

TROJAN-GAMETHIEF.WIN32!O 

03/10/2023 

16/10/2023 

Đã xử lý 

5.2 
VAN 

DOAN  
10.72.192.59/04-42-1A-DE-CF-B3 TROJAN-GAMETHIEF.WIN32!O 

04/10/2023 

09/10/2023 

10/10/2023 

16/10/2023 

5.3 VANCUM 10.72.192.92/04-42-1A-DE-CF-EF TROJAN-GAMETHIEF.WIN32!O 05/10/2023 

5.4 

 

DESKTOP-

344SQLD 

10.72.192.57/04-42-1A-DE-CF-B8 TROJAN-GAMETHIEF.WIN32!O 

04/10/2023 

05/10/2023 

06/10/2023 

08/10/2023 

09/10/2023 

13/10/2023 

16/10/2023 

22/10/2023 

5.5 
THANH 

TUYEN  
10.72.192.76/04-42-1A-DE-CF-B9 

TROJAN-

RANSOM.WIN32.FOREIGN!O 
11/10/2023 

5.6 VINHASUSN  10.72.192.35/04-42-1A-DE-CF-98 
TROJAN-

RANSOM.WIN32.FOREIGN!O 
11/10/2023 

5.7 
HUYEN 

TRAN  

10.72.192.111/04-42-1A-DE-CF-BF 

 

TROJAN-GAMETHIEF.WIN32!O 

TROJAN-

RANSOM.WIN32.FOREIGN!O 

16/10/2023 

5.8 QUOCTHAO   10.72.192.60/04421ADECFDA TROJAN-GAMETHIEF.WIN32!O 23/10/2023 

https://cloud.cmdd.vn/detail/virus/macro_win32_kangatang!o
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb190YWlfY2hpbmhAMDAwLjAwLjEyLmgzMCU3RWEwMTNhMjJiMjg1ODkxNWFhZjBjYzQzMzkyMjdkNWYz?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb190YWlfY2hpbmhAMDAwLjAwLjEyLmgzMCU3RWEwMTNhMjJiMjg1ODkxNWFhZjBjYzQzMzkyMjdkNWYz?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32!o
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32!o
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb190YWlfY2hpbmhAMDAwLjAwLjEyLmgzMCU3RWU1MmZmNTQyNjI4NzlkZDMzYTU0NTc1MGZlYWZmNmQ5?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb190YWlfY2hpbmhAMDAwLjAwLjEyLmgzMCU3RWU1MmZmNTQyNjI4NzlkZDMzYTU0NTc1MGZlYWZmNmQ5?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb190YWlfY2hpbmhAMDAwLjAwLjEyLmgzMCU3RWI4MWYyMzhkOGM1MDcyZTgxZDZiNjc1ZmM5MDRmYmFk?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb190YWlfY2hpbmhAMDAwLjAwLjEyLmgzMCU3RWQ0NjVhZDMzZjNlNzhmZGY0YjZhYTk5MGYzOGVhZDg3?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb190YWlfY2hpbmhAMDAwLjAwLjEyLmgzMCU3RWQ0NjVhZDMzZjNlNzhmZGY0YjZhYTk5MGYzOGVhZDg3?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb190YWlfY2hpbmhAMDAwLjAwLjEyLmgzMCU3RTFmNGNlNTA3MWI3YWZlZDU3M2M1ZmI2YTJhMjJlZjU1?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32!o
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TROJAN-

RANSOM.WIN32.FOREIGN!O 

6 Sở Nông nghiệp và Phát triển nông thôn 

6.1 THOVP  192.168.0.140/04-42-1A-DE-CF-5B TROJAN-GAMETHIEF.WIN32!O 05/10/2023 

Đã xử lý 

6.2 
DESKTOP-

6RH5ULA  
192.168.1.54/80-E8-2C-D5-D5-BE TROJAN-GAMETHIEF.WIN32!O 05/10/2023 

6.3 
DESKTOP-

344SQLD 
192.168.0.121/04-42-1A-DE-D0-1D TROJAN-GAMETHIEF.WIN32!O 09/10/2023 

6.4 THAM  
192.168.0.128/04-42-1A-DE-CF-B6 

 

TROJAN-

RANSOM.WIN32.FOREIGN!O 
11/10/2023 

6.5 
DESKTOP-

344SQLD  

192.168.0.127/04-42-1A-DE-CE-EC 

 

TROJAN-

RANSOM.WIN32.FOREIGN!O 
12/10/2023 

7 Sở Xây dựng 

7.1 
DESKTOP-

344SQLD  
192.168.1.74/ 04-42-1A-DF-ED-68 

TROJAN-GAMETHIEF.WIN32. 

ONLINEGAMES!O 
16/10/2023 Đã xử lý 

8 Sở Giao thông vận tải 

8.1 
DESKTOP-

344SQLD  
192.168.1.66/04-42-1A-DF-EE-FE 

TROJAN-

RANSOM.WIN32.FOREIGN!O 
11/10/2023 Đã xử lý 

9 Sở Tài nguyên và Môi trường 

9.1 HUY-TNHG  192.168.0.108/00-0F-00-3B-68-07 VIRUS.WIN32.RENAMER!O 06/10/2023 

Đã xử lý 
9.2 

LAPTOP 

-345 
192.168.1.219/04-42-1A-B1-D7-E1 

TROJAN-GAMETHIEF.WIN32. 

ONLINEGAMES!O 

TROJAN-GAMETHIEF.WIN32!O 

11/10/2023 

https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb19ubl92YV9waGF0X3RyaWVuX25vbmdfdGhvbkAwMDAuMDAuMTIuaDMwJTdFODQyYTRkMzEyYzAzZDRkZjMzODJlYTlkMDg2NDhmNzg%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb19ubl92YV9waGF0X3RyaWVuX25vbmdfdGhvbkAwMDAuMDAuMTIuaDMwJTdFOGMzOGUwMmM0NmU1MGMxOTA5NTJhMjFlNDg5MmU0OTE%3D?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb19ubl92YV9waGF0X3RyaWVuX25vbmdfdGhvbkAwMDAuMDAuMTIuaDMwJTdFOGMzOGUwMmM0NmU1MGMxOTA5NTJhMjFlNDg5MmU0OTE%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32!o
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb19ubl92YV9waGF0X3RyaWVuX25vbmdfdGhvbkAwMDAuMDAuMTIuaDMwJTdFMjhiODY3ZmJjZjM2ZmE1YjkyNWUzYWEyYTQ5Y2M4OGY%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb19ubl92YV9waGF0X3RyaWVuX25vbmdfdGhvbkAwMDAuMDAuMTIuaDMwJTdFZDk3OTJmYTRlNTc2ODA5ZDZjYjU0OTU5Njc2MTgzNzU%3D?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb19ubl92YV9waGF0X3RyaWVuX25vbmdfdGhvbkAwMDAuMDAuMTIuaDMwJTdFZDk3OTJmYTRlNTc2ODA5ZDZjYjU0OTU5Njc2MTgzNzU%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb194YXlfZHVuZ0AwMDAuMDAuMTIuaDMwJTdFY2Q4MmZlNTM1NTE3NTIwMDBmN2E0ODMxYTRiMzk1Njk%3D?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb194YXlfZHVuZ0AwMDAuMDAuMTIuaDMwJTdFY2Q4MmZlNTM1NTE3NTIwMDBmN2E0ODMxYTRiMzk1Njk%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32.onlinegames!o
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32.onlinegames!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb19naWFvX3Rob25nX3Zhbl90YWlAMDAwLjAwLjEyLmgzMCU3RTRhNTQyNzVhZWExNzA2MjM4MzMwMGRiNGU5ODdjYTc2?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb19naWFvX3Rob25nX3Zhbl90YWlAMDAwLjAwLjEyLmgzMCU3RTRhNTQyNzVhZWExNzA2MjM4MzMwMGRiNGU5ODdjYTc2?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb190YWlfbmd1eWVuX3ZhX21vaV90cnVvbmdAMDAwLjAwLjEyLmgzMCU3RWY1MjdhOGQ4NmVmMjRjZWQwMGJkNDhjZDJhNjNlMzNm?tab=infected
https://cloud.cmdd.vn/detail/virus/virus.win32.renamer!o
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32.onlinegames!o
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32.onlinegames!o
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32!o
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9.3 
DESKTOP-

344SQLD  
192.168.0.115/04-42-1A-E0-21-59 

TROJAN-

RANSOM.WIN32.FOREIGN!O 
11/10/2023 

10 Sở Lao động - Thương binh và Xã hội 

10.1 
LAPTOP-

I6OV3M59  

192.168.1.59/4E-7E-CB-3C-36-31 

 
TROJAN-GAMETHIEF.WIN32!O 

03/10/2023 

04/10/2023 

06/10/2023 

09/10/2023 

12/10/2023 

Đã xử lý 

11 Sở Khoa học và Công nghệ 

11.1 
TRUC 

TUYEN  
192.168.1.63/F4-6D-04-BD-26-B1 TROJAN.WIN32.GENERIZ.S!O 04/10/2023 

Đã xử lý 

11.2 ADMIN  192.168.1.86/B0-C0-90-33-2C-48 TROJAN-DROPPER.WIN32!O 04/10/2023 

12 Sở Y tế 

12.1 THANHTRA  192.168.1.41/04-42-1A-E0-21-7A TROJAN-GAMETHIEF.WIN32!O 10/10/2023 

Đã xử lý 
12.2 

BS_DAO-

NVY  
192.168.1.32/04-42-1A-E0-21-04 

TROJAN-GAMETHIEF.WIN32!O 

TROJAN-

RANSOM.WIN32.FOREIGN!O 

10/10/2023 

12/10/2023 

13/10/2023 

16/10/2023 

13 Ban Quản lý các khu công nghiệp 

13.1 
BQLKCN-

OFFICE  
192.168.1.50/60-E3-2B-FA-DC-00 

TROJAN-

RANSOM.WIN32.FOREIGN!O 
12/10/2023 Đã xử lý 

14 Thành phố Vị Thanh 

14.1 HPX360  
172.16.1.71/A4-FC-77-46-2E-2D 

 
HEUR.WIN32.AUTORUNINF.P 05/10/2023 Đã xử lý 

https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb190YWlfbmd1eWVuX3ZhX21vaV90cnVvbmdAMDAwLjAwLjEyLmgzMCU3RTcyNjZlNWU2Y2MxZjU0NTZkZWU4MzY5YzczNGY2ZWZl?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb190YWlfbmd1eWVuX3ZhX21vaV90cnVvbmdAMDAwLjAwLjEyLmgzMCU3RTcyNjZlNWU2Y2MxZjU0NTZkZWU4MzY5YzczNGY2ZWZl?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb19sZF90aHVvbmdfYmluaF92YV94YV9ob2lAMDAwLjAwLjEyLmgzMCU3RTU5NzgwMmIxZGUzMTQwNDgxYmQ3MzBiZmVmZDllMDRj?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb19sZF90aHVvbmdfYmluaF92YV94YV9ob2lAMDAwLjAwLjEyLmgzMCU3RTU5NzgwMmIxZGUzMTQwNDgxYmQ3MzBiZmVmZDllMDRj?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb19raG9hX2hvY192YV9jb25nX25naGVAMDAwLjAwLjEyLmgzMCU3RTgxMGI1M2EwZjNhMTdmOWVmNDg5MzdiNDRkNDY3MDZh?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb19raG9hX2hvY192YV9jb25nX25naGVAMDAwLjAwLjEyLmgzMCU3RTgxMGI1M2EwZjNhMTdmOWVmNDg5MzdiNDRkNDY3MDZh?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan.win32.generiz.s!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb19raG9hX2hvY192YV9jb25nX25naGVAMDAwLjAwLjEyLmgzMCU3RWQ5ZjI2MzlmZjMwYTU0NWM5ZTE1NjRiMDFkOTYzNTY2?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-dropper.win32!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb195X3RlQDAwMC4wMC4xMi5oMzAlN0ViZWJkZGVkMjE3ZjJlMTU2YmRiMzcyNjczN2JjMTE2Ng%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb195X3RlQDAwMC4wMC4xMi5oMzAlN0UyYjYyYjM5MDE1M2MwMGRkNWE0MmRhMjYxZWI1YmE2NA%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19zb195X3RlQDAwMC4wMC4xMi5oMzAlN0UyYjYyYjM5MDE1M2MwMGRkNWE0MmRhMjYxZWI1YmE2NA%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/server/hag_hag_bql_cac_khu_cong_nghiep@000.00.12.h30
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19icWxfY2FjX2todV9jb25nX25naGllcEAwMDAuMDAuMTIuaDMwJTdFNzY3NGEyMGM3ZDM5MjQ1NjA0YTVmYWYzMjEyY2U2Mjk%3D?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19icWxfY2FjX2todV9jb25nX25naGllcEAwMDAuMDAuMTIuaDMwJTdFNzY3NGEyMGM3ZDM5MjQ1NjA0YTVmYWYzMjEyY2U2Mjk%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ190aGFuaF9waG9fdmlfdGhhbmhAMDAwLjAwLjEyLmgzMCU3RWE0YTRhMDIxZmY4ZmQ1OWQyMmQ1MGIxNTdmODYyMmE5?tab=infected
https://cloud.cmdd.vn/detail/virus/heur.win32.autoruninf.p


5 
 

 
 

VIRUS.WIN32.RENAMER!O 

TROJAN.WIN32!O 

TROJAN.WIN32. 

AUTOITDROPER.S!O 

14.2 

 
THINHTC  192.168.1.14/D8-9C-67-B6-0C-F3 VIRUS.WIN32.RENAMER!O 08/10/2023 

15 Thành phố Ngã Bảy 

15.1 
LAPTOP-

8A03QC02  

192.168.1.22/1C-BF-C0-EA-40-93 

 
TROJAN.WIN32.SHORTCUT.P!O 18/10/2023 Đã xử lý 

16 Thị xã Long Mỹ 

16.1 DESKTOP-1  192.168.1.10/2A-07-E1-31-08-A0 TROJAN.WIN32.MENTI!O 16/10/2023 Đã xử lý 

17 Huyện Vị Thủy 

17.1 
DESKTOP-

8HUQ7JH   
192.168.23.217/C8-D9-D2-21-95-E9 

TROJAN.WIN32. 

USBPLUGX.LNK.S!O 

TROJAN.WIN32.PLUGX.S!O 

05/10/2023 

11/10/2023 

12/10/2023 

Đã xử lý 
17.2 

DESKTOP-

5FF6U19  
192.168.1.12/F8-89-D2-05-5A-53 

TROJAN-

RANSOM.WIN32.FOREIGN!O 
13/10/2023 

17.3 ADMIN  192.168.23.143/C8-D9-D2-21-6F-DA 
TROJAN-GAMETHIEF.WIN32. 

ONLINEGAMES!O 
17/10/2023 

https://cloud.cmdd.vn/detail/virus/virus.win32.renamer!o
https://cloud.cmdd.vn/detail/virus/trojan.win32!o
https://cloud.cmdd.vn/detail/virus/trojan.win32.autoitdroper.s!o
https://cloud.cmdd.vn/detail/virus/trojan.win32.autoitdroper.s!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ190aGFuaF9waG9fdmlfdGhhbmhAMDAwLjAwLjEyLmgzMCU3RTg0NTNhMzA0Zjc2OGYzOTNlNmU0MDQzNTA3MjcwZTY4?tab=infected
https://cloud.cmdd.vn/detail/virus/virus.win32.renamer!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ190aGFuaF9waG9fbmdhX2JheUAwMDAuMDAuMTIuaDMwJTdFYmNmMjhkNGRkN2VlNmI0ZmFjM2YyMzFmMTU3MjUzZWQ%3D?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ190aGFuaF9waG9fbmdhX2JheUAwMDAuMDAuMTIuaDMwJTdFYmNmMjhkNGRkN2VlNmI0ZmFjM2YyMzFmMTU3MjUzZWQ%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan.win32.shortcut.p!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ190aGlfeGFfbG9uZ19teUAwMDAuMDAuMTIuaDMwJTdFZTVmMDFjODA5N2ExYzRkOTRlNGQzNzlkNjE2ODNjY2I%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan.win32.menti!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19odXllbl92aV90aHV5QDAwMC4wMC4xMi5oMzAlN0UwMjMwMjk4ODg2NTA3NzRkYTMyNzI1YmFlMTFiZGE5OA%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19odXllbl92aV90aHV5QDAwMC4wMC4xMi5oMzAlN0UwMjMwMjk4ODg2NTA3NzRkYTMyNzI1YmFlMTFiZGE5OA%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan.win32.usbplugx.lnk.s!o
https://cloud.cmdd.vn/detail/virus/trojan.win32.usbplugx.lnk.s!o
https://cloud.cmdd.vn/detail/virus/trojan.win32.plugx.s!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19odXllbl92aV90aHV5QDAwMC4wMC4xMi5oMzAlN0UzMjk4Yzk1MmUxMjQxNzI1Njk2OWY5YmNkNGU0NGUwNg%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19odXllbl92aV90aHV5QDAwMC4wMC4xMi5oMzAlN0UzMjk4Yzk1MmUxMjQxNzI1Njk2OWY5YmNkNGU0NGUwNg%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19odXllbl92aV90aHV5QDAwMC4wMC4xMi5oMzAlN0U3ZDIwZTRiZTE5OTUwNzgyZDU0MTJhZjE3ZDM5ZGU1Yg%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32.onlinegames!o
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32.onlinegames!o
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18 Huyện Phụng Hiệp 

18.1 
LAPTOP-

645DNDDM  
192.168.1.4/60-E9-AA-4A-73-0D 

TROJAN.WIN32.SHORTCUT.P!O 

TROJAN-GAMETHIEF.WIN32!O 

03/10/2023 

12/10/2023 

Đã xử lý 

18.2 
DESKTOP-

344SQLD  
192.168.1.4/04-42-1A-E0-21-DA 

TROJAN-

RANSOM.WIN32.FOREIGN!O 
11/10/2023 

18.3 MR-PHONG  192.168.0.189/ C8-58-C0-8C-9F-79 
TROJAN-

RANSOM.WIN32.FOREIGN!O 
12/10/2023 

18.4 
DESKTOP-

LB80H89 
192.168.1.11/10-6F-D9-0D-98-F7 TROJAN-GAMETHIEF.WIN32!O 

13/10/2023 

17/10/2023 

18.5 
LAPTOP-

2EAQAB24   
192.168.2.6/E8FB1CC32FFB TROJAN-GAMETHIEF.WIN32!O 23/10/2023 

19 Huyện Châu Thành 

19.1 
DESKTOP-

344SQLD 
192.168.1.13/04-42-1A-DF-EE-91 MACRO_WIN32_KANGATANG!O 02/10/2023 

Đã xử lý 

19.2 
DESKTOP-

344SQLD 
192.168.1.10/04-42-1A-E0-21-96 

TROJAN.WIN32.PLUGX.S!O 

TROJAN.WIN32. 

USBPLUGX.LNK.S!O 

11/10/2023 

19.3 ADMIN  192.168.1.127/18-C0-4D-A1-68-87 TROJAN.WIN32.PLUGX.S!O 11/10/2023 

19.4 PC01  10.102.37.150/D8-5E-D3-D4-6F-8E 
TROJAN-GAMETHIEF.WIN32. 

ONLINEGAMES!O 

04/10/2023 

05/10/2023 

06/10/2023 

09/10/2023 

https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19odXllbl9waHVuZ19oaWVwQDAwMC4wMC4xMi5oMzAlN0VjMTk3NzNjNWU3NDAyM2U5OWJhYmJlYzliMGQ3ZTg3MA%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19odXllbl9waHVuZ19oaWVwQDAwMC4wMC4xMi5oMzAlN0VjMTk3NzNjNWU3NDAyM2U5OWJhYmJlYzliMGQ3ZTg3MA%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan.win32.shortcut.p!o
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19odXllbl9waHVuZ19oaWVwQDAwMC4wMC4xMi5oMzAlN0UyODBmNDIwMjUxZGJkMDM1YWJkMGIwNDkyMDVmYjJiZg%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19odXllbl9waHVuZ19oaWVwQDAwMC4wMC4xMi5oMzAlN0UyODBmNDIwMjUxZGJkMDM1YWJkMGIwNDkyMDVmYjJiZg%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19odXllbl9waHVuZ19oaWVwQDAwMC4wMC4xMi5oMzAlN0U1MjQ1ZGM2YzBlMmNlYWI0MWZmY2FkYmI3NTQ3ZjRkNA%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/virus/trojan-ransom.win32.foreign!o
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19odXllbl9waHVuZ19oaWVwQDAwMC4wMC4xMi5oMzAlN0UyMjI5NTMyMzg4NTQxNWJmMTI4YTUyMzQ5NWYyZmRjYg%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19odXllbl9waHVuZ19oaWVwQDAwMC4wMC4xMi5oMzAlN0UyMjI5NTMyMzg4NTQxNWJmMTI4YTUyMzQ5NWYyZmRjYg%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19odXllbl9jaGF1X3RoYW5oQDAwMC4wMC4xMi5oMzAlN0UzMmJhZTkyYjc5ZGMzOWYwMzVmZDZmOWVkYzE3NTU4Zg%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19odXllbl9jaGF1X3RoYW5oQDAwMC4wMC4xMi5oMzAlN0UzMmJhZTkyYjc5ZGMzOWYwMzVmZDZmOWVkYzE3NTU4Zg%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/macro_win32_kangatang!o
https://cloud.cmdd.vn/detail/virus/trojan.win32.plugx.s!o
https://cloud.cmdd.vn/detail/virus/trojan.win32.usbplugx.lnk.s!o
https://cloud.cmdd.vn/detail/virus/trojan.win32.usbplugx.lnk.s!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19odXllbl9jaGF1X3RoYW5oQDAwMC4wMC4xMi5oMzAlN0UzOGFiZWQ4NWIyZDgzNDI0ZGY4OGNlNGRhYWRjYzI3MQ%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan.win32.plugx.s!o
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19odXllbl9jaGF1X3RoYW5oQDAwMC4wMC4xMi5oMzAlN0VkYzE0MjA2NDZlNTU3ZjlkY2NlYmVlNzgyNDc1MWQ1Nw%3D%3D?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32.onlinegames!o
https://cloud.cmdd.vn/detail/virus/trojan-gamethief.win32.onlinegames!o
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13/10/2023 

16/10/2023 

20 Huyện Châu Thành A 

20.1  SON  192.168.0.105/90-FB-A6-20-84-A3 TROJAN.WIN32.EXPLOINST.S!O 

04/10/2023 

12/10/2023 

16/10/2023 

29/10/2023 

Đã xử lý 

https://cloud.cmdd.vn/detail/server/hag_hag_huyen_chau_thanh_a@000.00.12.h30
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19odXllbl9jaGF1X3RoYW5oX2FAMDAwLjAwLjEyLmgzMCU3RTZlZDgwODc1YTFhZTA3ZTJlMzhjMzM0YTg4NDRlM2Vl?tab=infected
https://cloud.cmdd.vn/detail/client/aGFnX2hhZ19odXllbl9jaGF1X3RoYW5oX2FAMDAwLjAwLjEyLmgzMCU3RTZlZDgwODc1YTFhZTA3ZTJlMzhjMzM0YTg4NDRlM2Vl?tab=infected
https://cloud.cmdd.vn/detail/virus/trojan.win32.exploinst.s!o
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